THE HEALTH PROFESSIONS COUNCIL
RISH ASSESSMINT September 2009

Risks owned by the Director of Operations
Summary 8 December 2009

Operations

i ; Supporting automation infrastructure eg call
10 Rehp;:m 10.1  |Customer service failures E'm_“tof ;'l Cpdrations, Head of 5 Accurate staffing level forecasts | Adequate staff resourcing & training centre systems, LISA system
ECatiiul enhancements, registration re-structure
]
ag |Faiure to successfully deliver Online Director of Operations, Project 4 Preject is managed as part of Project progress monitored by EMT & Engagemen! of expents in usability. Med Low
Renewals Project |Portfolio Manager major projects portfolio stakeholders |scalability and security ¥
Data Protection/Contrelier
Loss of physical data despatched to and ; _
: . |Director of Ops and Hd of agreements signed by the relevant |Use of transit cases for archive boxes sent for Low
s :::Sg:h'm Rartres for the deltvary of tieir Business Precess Improv 3 suppliers. Use of electronic scanning or copying and sign oul procedures. Lo
| firewalls by suppliers.
!
Failure to successfully open the Director of Operations, Project 3 Project is managed as part of Project progress menitored by EMT & Low N
5 Counseliors & Psychotherapist register  |Portfolio Manager stakehclders
Failure o successfully open the Hearing | Director of Operaticns, Project 3 Project progress monitored by EMT & T New
810 Aid Practitioner register Portfclio Manager stakeholders
1
1
COMPL |
ETED | o
Tobe 87 Failure to successfully open the Director of Operations, Project a3 Project is managed as part of Project progress monitored by EMT & Lo Uen
remave ’ Practiticner Psychologists register Portfolio Manager major projects portfolio stakeholders -
d Feb -
f 2010
'I Adequate staffing levels
| . Director of Operaticns, Head of d to clear backlog . = Low. =
| 10.4 |Backiogs of registration and GP appins Registration 3 Gatad on SEAurale damand: Process streamlining Low
forecasting
Quality ;
S |Manage| 91 |LessofISO 9001:2008 Cermfication D LR e 3 Regular & intemal audits QMS standards applied across HPC Management buy - in Low Low
e siness Improvemen
|
l Ensure third party data providers e.g
5 o Read only, password protected Reg it pay taken in with |professional bodies provide the data
174 |Data received from third parties g:rr;ctof of Ops, and Dirsctor of 2 access by a restricted no of FTP |Payment Card Industry (PCI) Security password protected/encrypted/door to door Low Low
employees to electronic KN data,  |standards ie with quarterly PC testing. courier/registered mail/sign in sign cut as
[: appropriate
1SO 9001 Registraticn, process —
23 |Unacceptable service Director of Operations 4 20 maps, well documented Hire temporary staff to clear service backlogs Low Low
procedures & BS] audits
FTP Director & Director of Training and selection of
137 |High Number of Registration Appeals Operations, Head of 5 15 Registration Assessors, so Quality of operational processes - Low Low
Registrations reasoned decisions are generated
L | | =
f Fron Y ™ =
| in the Reg p . F al indemnity 8. Excess
10.5 |leading 1o hability for compensation to 'D“.dm ol-Qperations; Head-of 2 10 Financial audits, system audi! trails (£2.5K. Limit £1M. (Doesn't cover Policy and dures supporied Ly IS0 Low Low
; Registration 2 e quality audits and process controlsichecks L
Registrant or Applicant misappropriation of funds)
| : ] Pelicy and procedures supported by internal .
‘ 103 bility to detect fraudulent applications ':"E_m" of Operations. Head of 2 10 Financial audits, system audit trails |quality audits & specialized external Risk Regular, p d chang Low Low -
| Registration
Ma ent guidance
1 | Links t0 9.1, 17 1 and 17.2
| | & ' . .
|5 Lz 18.1 ” Director of Operations, Head of Appror y frained r of the Moniter and leng!a_tor laudbl_lck fo the
i 8 | PR (7.5) GFD procasses ol eits Registrations < B Well documenied pioceases registrations team Education & Training Committes Lo Low
| | Links to 1.1
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IMPACT

Date: 2009-07-29

Ver: d
Dept/Cmte: ADT

HPC RISK MATRIX

Catas;ro;)hic 5 10
Significant 4 8
4
Moderate 3 6
3
Minor
2 2 4 6 8 10
Inmgr;iﬁcant 1 2 3 4 5
Negligible Rare Unlikely | Possible | Probable
1 2 3 4 5
LIKELIHOOD

Key B Hioh Risk: Urgent action required

6-10 Medium Risk: Some action required
<5 Low Risk: ongoing monitoring required
Overview of Risk Management process

Throughout the year exisiting risks are continually monitored and assessed by Risk Owners against Likelihood, and Impact on HPC,
the effectiveness of mitigations and the levels of residual risk.

Future risks are also documented, evaluated and monitored against the same criteria.

Every six months these changes and additions to risks are updated in the risk register and formally documented by the
Director of Operations or Head of Business Process Improvement, and presented to the Finance & Resources Committee.
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THE HEALTH PROFESSIONS COUNCIL

Top Risks

Description

Risk owner (primary
person responsible
for assessing and
managing the
ongoing risk)

Mitigation |

Mitigation Il

RISK SCORE

Mitigation 1l

2.7

Interuption lo electricity supply

Facilities Manager

Relocate to other buildings on site

If site wide longer than 24
hours invoke DR Plan

Tribunal exceptional costs, FTP,
Registrations and CPD Appeals

FTP Director

Quality of legal advice

Quality of operational
processes

Legal insurance cover
for lawyer costs (rather
than tribunals) costing
between £125k and
£250k
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

Strategic 14 [HPCfaka 1o deliver Oriler in Couneil 5 |Delivery of HRC Strategy Publication of Annual Report . Low o
Council (OIC)
Links 10 7.1-7.4, 18.1, 8.1-8.3,
104, 10.5, 114,159
1.2 }Jn_efp.gclod Shangein UK Chief Executive 10 Relationship with Government depts Lobbying - Low Low
Links to 2.2, 15.14
Incompatible OIC and EU Z Menitoring of EU directives e.g. Professional Membership of Alliance of UK Health
12 gi Chls! Exacutive 3 Qualifications Directive Regulators on Eurcpe (lobby group) 3 Lo oy
14 |CHRE conflit Chiet Executive 5 G g and Chief Executive relatonship Wit ommunications : Low Low
1.5 |Loss of reputation Chief Executive Quality of Operational procedures Dynamism and quality of Comms strategy Medium NEW
; Implimentaticn of scheme for Sy
1 |Failure to abide by current Chisf Exscutive 8 Equalty & Diversity scheme employees Im ntation of scheme Equality & Diversity working 1 Low
Equality & Diversity legisiation group
for partners
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

Operations

Inveke Disaster R yBusi c ¥

insurance cover

Inability to occupy premises or oo
2 Operations 24 8 iritgrier Facilities Manager olan (fire. ism etc) Low Low
Rapid increase in registrant : Scaleable business processes and scalable IT  [Influence the rate at which new professions
22 numbers Chiet Executive and EMT sysiems to support them are regulated L Lo
Links to 1.2, 13 4
I . 150 8001 Registration, process maps, well Hire temporary staff to clear service
3 | servicn o
&2 eeioral O documented procedures & BS! audits backlogs Low it
Links t0 9.1, 104
Inability to communicate via i
; — Use of other media including Website, . Collection of >B0% income fees
24 ;ﬁ:;}semus (e.p Postal Facilities Manager eEOTIBr & amall and coiier services Invoke Disaster Recovery Plan by OD Medium Low
25 Public transport disruption leading | Facilities Manager & Hd Contact staff via Disaster Recovery Plan Make arrangements for staff to work at < Low Low
) 1o inability to use Park House Bus Proc process home if possible
28 ::::‘Y $a sccocamodsle HRC Facilities Manager 'Ongoing Space planning Addmional premises purchase of rented Low Low
Links to 5.2
27  |interruption to electricty supply  |Facilties Manager Relocate to other buildings on site g;’: whda langer than'24 hours lmvoke DRt
28 |Interruption to gas supply Facilities Manager Temporary healers to impacied areas Low Low
2g |mtemiption to water supply Facilities Manager |Reduce consumption Tempocarly reciuce hesdcount to sgn Wi,y i plan if over 24 hrs Low Low
Diverse routing for the physical
210 Telephone system failure causing Director of IT Suppont and contract for Backup of the configuration for both the telephone lines from the two Low Mew
protracted service outage and software of the ACD and PABX ACD and PABX exchanges with differen! media
types
211 |Basement flooding Facilties Manager _Fluod barier profection to prevent ingress Medium New

Date: 2009-08-04
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RISK ASSESSMENT September 2009

LCommunications —l

Failure to inform public Article 3 = Delivery of t Judi
3 | Communications a1 Directar of Comms 5 % 5 | ; z 4 - Low.
(13) campaigns, advertising, media work ibideatiods
Loss of support from Key Stake y
32  |holders including professional Director of Comms. 5 3 Delivery of communications strategy Delivery of HPC strategy Quality of Operation procedures Low Low:
bodies, employers or government
Links to 1.5
Inability to inform stakeholds . X ; =
3 | aewing crisis Director of Comms 4 1 4 Invoke Disaster Recovery Plan Up to date Comms DR plan available - Low Low
Failure to inform Registrants g . Listening events, campaigns, Infocs, S
14 Article 3 (13) Director of Comms 5 1 L Delivery of communications strategy Pt | Praes Col 0y Low New
and exhib Publ; ns
Date 2009-07-29 Page 7
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

Corporate Governance |

Caorporate - ; o Regular meetings, agendas and clear lines of  [Well researched and drafted decision Attendance by external |
4 4 § 7
Governance 1 |Council inability ta make decisions|Secretary to Councl 3 accountability between Council and papers at ing: professionals as required Low Lo
Links to 4 4
42 Council members conflict of Chair st ; ':“ bers: &mm Drscl of conflict of interest in the Member i 1 and training Lo Tine
interest ; = Annual Report & on the HPC website
agenda item
Poor decision-making eg Well-researched & drafted decision papers, Chair's vent in the
i _ d |
43 ing advice or icting  |Chair 4 Clear lines of accountability and scheme of for lay bers, i and "::::‘ﬁz’:m’:;rw Low Low
advice and decisions delegation relevant training I ) )
Adequate processes notifying Council & .
44 |Fuilure tomeet Secretary 1o Council Clear of exp of Council b for ing cf'f‘“"“':;:’;:ﬂ:l’.'““ i i
CouncilCemmittee querums members' duties upfrant meetings pn::‘rflo meftmq icluding mestings mus! not procead
Links to 4.1
' N 1 i P Training & support at Away Days and |Remaoval under Sch 1, Para
4, M,
5 embers’ poor performance Chair 4 Chair's annual appraisal of Council members | " 8(13(1) of the HPO 2001 Low Low
" = . Paower to remove the Chair under Sch 1.
4 A -
6 |Poor performance by the Chair  |Council 5 pp against comp Article 12(1) C of the HPQ 2001 Low Low
Poor performance by Chief 3 Performance reviews and regular “one to ones”
4 Chair Cantr .
| ? Executive 5 with the Chair act of Employment Low Low
Improper financial incentives -
48 |offered to Councl g::;;ﬂ: Chisf 8 Gifts § Inducements policy Council member code of conduct 15 Nol p:::'::;. Low Low
members/employees
s ) i Safety briefing at start of each Council or
Failure 1o insure the Health & y 1o Council & : . : Personal Injury and Travel
49 Safety of Council Members Faciites Manager 8 \Committee meeting, H&S information on Road safety policy (for vehicle drivers) kiR Low Low
Council Extranet
Links t0 6.3, 11.5
Use of the Office of Public
: Maintenance of a detailed role description for F Lo . -
Member recruitment problem . | s : < Use of the Appoiniments Commission or  |Appointments for advice (on X
a0 {(with the requisite skills) Cluir 8 Hhesn poaional Appicantsidn to HPC or i Commissioner to recruit new members recruitment of the requisite L i
commitiees skills)
Links t0 6.1, 11.13
i Clear and comprehensive policies pasted
41 Exparise claim abuse by Secretary to Council 8 Members Code of Conduct (putlic office) on the Council member Extranet and made Busgesholderreviaw and Low Low
members |authonsation procedures
clear during induction
=
Operationalise Section 60
| 412 [isgistaton Council 10 Scheme of delegation MIS EMT & CDT Low Low
|
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THE HEALTH PROFESSIONS COUNCIL
RISK ASSESSMENT September 2009

Information Technology

" Anti-virus software deployed at several key Adh 1o IT policy, ds and Regular externally run security
T 51  |Software Viru f L
re Virus damage Director of IT ints. Perimeter controls enabled training enetration tests. Ll e
Links t0 2.3, 10.2
% : Employ small core of mainstream
Technolagy cbsolescence, ; Delivery of the IT strategy including the refresh " ; Accurately record technelagy -
52
(Hard'SoftWare) Director of IT of tachnolagy. :or.f_mnlaqy with recognised support and R Low Low
g
Links to 2.6. 102
Adequate access contrel procedures IRaqullf. enforced strong password rﬁoguflr externally run security
53 |IT fraud or emor Director of IT el
= 4 System audt trails. g tests Lo o
Links to0 10.2 and 17.1
Appropriate and propartionate
i i IT continuity plan is reviewed when a technical solutions are y
54 |Fa
ilute of IT Continuity Provision |Director of IT Annual IT continuity tests service changes or a new service is added |employed. IT technical staff Low New
appropriately trained.
Periodic and systematic
proactive security reviews of the
55 |Malcous damage from Director of IT Secunty is designed into the IT Regular externally run secunty penetration v:\:r::‘lr;cma.u?ﬂpplh:aum of New
naut i patch mely Low
unauthonsed access using external expert consultancy tests. PR Physi 4l
to the IT infrastructure restricted
and controlied
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

Partners

Inability 10 recruit and/or retak
cutabie Partnars 0 |Partner Manager Sound recrutment sirategy. Training A gu system Low
Links 10 4.10. 113, 7.3, 18.1
Incorrect inferpretation of law [Dirpclor of FTP, Dicector
52 |andlor SI's resutingin GHRE  |C Education, Head of 10 Training Legal advice availabil R system Low
Vi Registration, Partner : ¥ o
63 [Health & Safety of Partn Parner M HAS briefing at start of any HPC spensored . 4 Personal Injury and Travel
a y of Partners. artner Manager 8 Gt Road Safety policy (for vehicle drivers). a. Liability | s Low.
Linksto 4.9. 11.5
Director of FTP, Director
of Education, Head of
& ;
6.4  [Pariners poor performance Registration, Partner Regular appraisal system Regular training New
Manager
Director of FTP, Director Etfeciive pro aliocating
Incotract interpretation of HPQ in [of Education, Head of . Correct (robust) selection process and use 2
85 luseot Partners |Registration, Partner 6 TS 30 [ SO B E St et of qualified partners. [PAIEORCS. S Rinctioey 10w B
I ar Visits, Hearings etc
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

Education

71 ;:;I:':;:: ::m! Inwh atkication Director of Education Approvals & Monitoring processes Regular training of employees and visitors ms::::;br::;:: Appraved Low
Linksta1.1.43.64
. : Delivery of Education Dpt supporting
Education providers refusing ; : pos :
72 Visits of not submitting data Director of Education Legal powers (HPO 2001) ::::hesu documented in regular work - Low
Links to 1.1
Inability to conduct visits and : ; Adequate resourcing, fraining and visit & 1 ; Temporary staff hire to backfill j
73 itoring tasks Director of Education ing bl & i or clear work backlogs Lo
Links 10 1.1.6.1,1128 11.3
Publications, Newsletters,
Loss of support from Education  [Chief Executive or Delivery of Education strategy as documented in|Partnerships with Visitors and professional wenshe ':.Mle"t Inchssion ¥
74 Provider Director of Education reqular wark plan aroups. consuftatians and relevan LEW
g PLGs, cansultations with
education providers
Links 10 1.1, 14.2
7.5 |Education database failure Director of IT [Eﬂecﬁ\re backup and recovery processes In house skills to support system DR/BC tests New
Date: 2009-07-29 Page 11
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

I Project Management

3 Project 81 Fee change processes not Director of Finance g Project is managed as part of major projects Project progress monitored by EMT & L iow
o i by April 2011 Project Ponfolio Manager portfolio sakeholders
Links 10 1.1, 15.3
Fallure 1o regulate a new
52 profession or a post-registration  |Project Lend  Project 5 Project is managed as part of major projects Project progress monitored by EMT & .LW Yowe
: qualification as stipulated by Portfolio Manager portfalio stakeholders .
legislation
Links to 1.1, 15.3
B5 |[Stannary 5! project - Phase Two  |Facilities Manager 3 ;':;‘:: Flsnni; désigfiand Yliantty ¥ Project progress monitored by EMT Low Low
5 Failure 10 successfully defiver Director of Operations, Project is managed as part of major projects Project progress monitored by EMT & Engagement of experts in Med Ler
Online Renewals Project Project Portfolio Manager portfolio y and security
COMPLETED Ti
e mm'.fnit;e: 87 Failure to successfully openthe  |Director of Operations, Project is managed as parl of major projects Project progress moniored by EMT & Low (i
2010 i Practitioner Psychologists register |Project Portfolio Manager portfolio stakehelders
a3 Failure to deliver the req: g::::;";ims;{::m.e 10 Project is managed as parl of major projects Project progress monitored by EMT & 1 ow
3 of the Vetting & Baming Scheme l.lamqe; ject portfolio stakehoiders
Failure to deliver a strategic view |Director of FTP Project . Project is managed as part of major Projecd progress menitored by
88 of FTP Case Management Perifolio Manager 9 Conduct Resgarch project projects porifolio EMT & stakeholders Low New
Failure to successfully open the  |Director of Operations, Project Is managed as parl of major projects Project progress monitored by EMT & Vow N
210 Hearing Aid Practiticner register | Project Portfolio Manager portfolio stakeholders e
|Failure 1o successiully cpen the 7 .
Counsellors & Psychotherapist Director of Cperations, Project is managed as parl of major projects Project progress moniored by EMT & Low N
811 |register Project Portfallo Manager portfolio L I Ll
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

Quality Managemerﬂ

Director of Operaticns,
Head of Business 4 3 Regular & internal audits QMS standards applied across HPC Management buy - in Low Low

Quality

Loss of ISO 9001:2008
T et

Links t2 2.3, 10.3

Page 12
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

Registrations

Supporting automation
. infrastructure eg call centre
10 Reg 01 |G service ailures Hr:?:; :: Ope"?:ur:u g staffing level f Adeguale staff resourcing & training systemns, LISA system Low Low
. SEpsintio enhancements, registration re-
structure
Links to 11.1, 11.2
Protracted service outage Mai and suppert for
10.2 |follawing a NetRegulate Director of IT Effective backup and recovery procedures PP Annual IT Continuity tests Low Low
Mk core system elements
9 system failure
Links t0 5.1-5.3 and 17.1
= Policy and procedures supported by :
Inability to detec! fraudulent [Director of Operations, . ? A Regular, automatic password
10.3 applications Head of Registration 10 Financial audits, system audi! trails lmfm'll.q;::]‘:t’"“m' . specu_llzed ehanges Low Low
Links t0 8.1, 171 and 17.2
Barki " . Adequate staffing levels maintained 1o clear
of and GP  |Director of Operations. .
104 (! g , Kl + =
a. - iplns Head of Registration I; based on Process streamlining Low Low
orecasting
Links to 1.1
Mistake in the Registration Brat, 1 ind Exce procedur
process leading to kability for Director of Operations, i : i a8, |Pokcy and *
105 s b Recatiactor Head of Registr 10 Financial audits, system audit trails £2 5K Limit EIM. (Doesnt cover supported by ISO quality audits Low. Low
Appiicant - olreg |misappropniation of funds) and process controls/checks

Date: 2009-07-29
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

HR

Chair, Chief Executive Chief Executive successicn plan hald by HR Deparimental cross training (partial or full)
1 oyes:
: M 133, 1Lass ot key HFC smpk 2 and EMT Director. Succession planning generally. and process documentation o g
11.2 |High turnover of employees HR Director (5] R ation and HR strategy Regular performance reviews Exit interview analysis Low Low
Links 10 11.3
113 Inability to recruit suitable HR Dir 4 HR Strategy and adequate resourcing of the HR |[Careful w_cuﬁcmn of m_:mmni adverts |Hire skilled temporary stafl in Low Low
¥ dept and interview panel the interim
Links 10 4.10.6.1,11.2, 11.8
Lack of technical and managerial | ' HR strategy and goals and objectives (buy in the ) - ’ Some projects or work ; b
g skills to delivery the strategy (Chivt EXBEUYYE skills v staff upskilling on the job v training) Training rieeds arialysia & vaimieg dekiyery. |l delayed or out Low Low
Links 10 1.1
Chief Executive & Health & Safety Training, policies and HA&S Assessments (Lawrence, Webster  |Persenal Injury & Travel :
THE Hesin e Sulehy ol amiphoyees Facilities Manager procedures Forresi) insurance ko koy
Linksto 4.9, 6.3
116 |High sick leave levels EMT 6 A@uquale staff (velume and type) including |Return to work interviews and sick leave Regular progess reviews Tow Low
hiring temporary staff ']
Regular one on one sessions between manager P
loyee and & . |- . Ext :
1.7 hEtl::ﬁm il o HR Director and employee and regular p HR legis! and HR plinary policies |/ i kil ol Low Low
reviews. ke
Employerfempioyee inappropriate 'Whistle blowing policy, Code of Conduct & Employee Assistance
1
18 |oehaviour HR Director Bahavioor Other HR policy and procedures programme Low Low
Links to 11.3
Non Cempliance with .__|HR policies and Manager
1.9 Empleyrment legitlation HR Director 10 HR Strategy Obtain legislation updates and legal advice | training Low Low
FPage 15
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THE HEALTH PROFESSIONS COUNCIL
RISK ASSESSMENT September 2009

Legal

Dept/Cmite: AUD

Title: RiskRegisterSept2009

Judicial review of HPC's E
12 Legal 121 |impi of HPO i g [chietE g""’:""’“’;ysc’f’m;""“m by PLG's: Appropriats legal advice sought Medium Medium
Rules, Standards & Guidance i '
Unks 10 12,181, 142
iz [sachlinged b Chief Executive Legal advice and ISO Communications Low Low
operations
Page 16
Date; 2000-07-20
Ver: d Doc Type: STRAT Status: Draft

Secunty: Public




THE HEALTH PROFESSIONS COUNCIL
RISK ASSESSMENT September 2009

Fitness to Practise

Fitness to P and stnict with law firm| Liaaas 1 Good process management for
13 Practise 13.1 |Legal cost over.runs FTP Director 4 4 suppliers L Y cing hearing Low Low
Links 10 134_152
Tribunal exceptional costs, FTP, v 2 : "
133 Registrations and CPD Appeals FTP Director 5 5 Quality of operational processes Quality of legal advice Legal insurance
Rapid increase in the number of iy v 4 :
B and ant legal costs FTP Director 3 3 9 Accurate and realistic budgeting Resource planning - Low Low
Links to 13.1
135 |Witness non-attendance FTP Director 4 2 B8 witness provisions in the legislation |Witness support programme Witness summons Low Low
Employee/Partner physical i . % Penodic use of security
13.6 It by Hearing = FTP Director 5 5 Advice sought from the Palice Adequale facilities security and other staps Low. Low
i FTP Director & Director of] Training and selection of Registration
137 I:;?h ::mber o Registration Operations, Head of 3 5 A . 50T ! are Quality of operational processes - Low Low
B Registrations. generated
Date: 2009-07-29 Page 17
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

Policy & Standards

Incorrect process followed 1o
Policy & i ; i ) ) i %
4 Stan d: s 4.1 |establish stdsiguidance/policy eg |Policy & Stds Director Legal advice sough! on processes Mp“ipm":y;’l‘.p‘:“"“d g traine GQuality mgt system & processes Low Low
no relevant Council decision il AL
Links to 12.1
ub’;i;h:d P Use of professional liaison groups, and Council ; 4 o ; Gk

14z P eg :::Iare s? a and L ners with Appropriately experienced and trained f with Low Lo
:ru::lpn_vpn:em a:& 00 o iats eiportise members of Policy team & legal advice sought
Chang-_ingievolvmg legal advice Use of welt fied logal Apprepriately expenenced and

143 |rendering previous work Policy & Stds Director Bl et e Legal advice obtained in writing. trained members of Policy team Low Low
|inappropriate 9 and others eg HR.
lc?’laamu;!lebapgri:rs:i::?;:::l; EMT responsible for remaining up to date

144 Profassions Order, of othar relationships with governemnt depts and HPC's 5 year planning process Legal advice sought Low Low
legislation affecting HPC) fasneien:

Policy & Stds Director

PLG member recruitment with

145 requisit skills :ﬂc Keionwh Ak HPC Chair, Secretary to Skills and knowledge identified in work plan Recrutment policy Council Scrutiny of PLG result Low NEW
Lnks to 4.10
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THE HEALTH PROFESSIONS COUNCIL

RISK ASSESSMENT September 2009

Finance

nd Fi
|Maintain an apprepriate level of cash reserves :&nnull: :;T:;::: Flan
: P ; a L)
15 Finance 1521 |\0suflichint cash'in el Finance Director 5 et ongolrig neecs and campty with e Regular cash forecasts and reviews & fees) and costs. Fee rises an Low
Resorves policy. Effective management of
|coections and i 3 DoH grant applications as
s and payments processe :
Links 10 15.5, 156, 15.17, 16.1,
162,163
Budget holder for setting budg
" . and managing them. Timely monthly reporting  [Six and nine month referecasts with Legal cost insurance for FTP
15.2 E:::::::‘d fisain cperating EMT 3 and regular budget holder reviews held, pending plan revisicns as feasible and  [cases. Capped FTP legal case Low
Finance & Resources Committee review of the |appropriate costs,
monthly variances year to date.
Link 0 13.1
Effective project specification including creating |Creation of a project capex contingency EWiG LR i
153 |Majer Project Cost Over-runs  |Project Lead / EMT 8 decision points. Effective project anagement |budget. Projact axtention reports includngle i reciew of the project Low
and timely project progress reporting (financial funding prop 5 to shdng Varaes 1 dite
and non financial). EMT for approval, pancng
Links to B.1-8 4
rRSlI!wﬁlf small balances held
Professional funds involving in the investment portfolio
I v A 1 " i
15:¢ - [Lo32 0 value of investmant fund Finance Director 10 diversification (by asset class, market. sectar) A 10 the HESS fis-policy; |(£1.4M), compared fo money Low
pertfolio and “lower risk side of neutral” invesiments Long run invesiment view. markel (E5M) ahd proparty
iz o investments held (E3M). Approx
10% of Annual income value.
Links 10 15.17
E use of preferred
Effective process with . s : P
; ; = Effective cash-flow with bank t .
15, . d 9. Reg PP
£5 |Inability 1o pay creditors Finance Director 10 Lenul;:rl::f.u‘::m:fn:sged crediters listing and Stors pollcy. compliance; details and payment terms Low
upp Inaded into Sage.
Links 10 151
Debit Prompt actioning of rejected
155 |Inability to coliect from debtors Finance Director 10 fommnml:. %:;:304 me:;m:ze Registrant debtors policy compliance DD's. Penodic reviews and Low
PP ty actioning of Misc Deblors.
Links to 151
* pais Tight procedures 1o retrieve sensitive
157 Registrant Credit Card record Firance Dirstior 3 ?:Irn;n:’:;r:;:::::; r‘::;:fﬂlﬂ?:!: 'an d paper records from archive, rationalise Compliance with eredit card Lo
0 |frauditheft hllnk atilprants. ey i records kept and retain sensitive current  |record storage standards
& year records with security tagging.
Linksto 53
Receipt of fee income as per Netregulate processes & controls in place Monthly revenue reconciliation’s between
158 .
coliection schedule Financs Diroctor 9 icharging & receipts) including person cover N and SAGE sy Lo
Use of spending pricritisation
Mismatch between Council goals . Close and regular comr b the | Ad fi of the bud y  [criteria during the budget
15, i i # sinilal P %
5.8 & approved financial budgets Chief Executive 8 Executive, Council and its C 1 I of prop new P with capex gency Low
amount held in reserve
Links to 1.1
Requirement for the relevant signed PO's and  |Maintenance of the aproved purchase N
1510 Unautharised payments 1o Finance Director & invoices lo support payments to preferred and  |order and invoite signatory list. PRS PO's P'::i;‘]?::::;::r‘:g: E?SIDT L
organisations one off suppliers. Regular audits. Pro-forma have syslem pre-set approval routes, if s
invoice register. Segregation of duties Regular audits. Whistleblowing policy
Links t0 5.3 Page 19
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Finance

Professional Indemnity & fidefty ]
Unautherised payments 1o " Effective expense claim and payroll -
1 udits. Low
| 5.11 Casonnel Finance Director 3 3 9 = % processes. Segregation af 5 |Regular audts. Whistieblowing policy il:':::] insurance for first £100k Low
i Links 1o 5.3
Fixed Assel register itemising assets. Job |P Indemnity & fidelity
Unauthonised removal of assets IT asset labeling & asset logging ( to |exit proced (to recover HPC lapteps,  |(fraud) insurance for first £100k
g (custody issue) FaciRties Mangor 3 2 6 employees) blac ies, mebile phones ete). Regular [of loss. Computer assel L2 Low
audits, Whistleblowing palicy. insurance,
Minimial use of manual chqs. Segregationof  |Photocopies of one off supplier cheq Prafi | Indemnity & fidelity
15.13 |Mis-signing of cheques {forgery) [Finance Director 4 3 duties (preparation and signing). Two held on file. Monthly bank ill . |(fraud) for first £100k Low Low
signatones required on all cheques. Whistleblowing policy of loss.
Links 10 5.3
Non compliance with FReM . Pt:nul:cr\!wm oltiN Tf_e..wfy Ard NA . Auditer feedback early in Annual
1514 P Finance Director 3 1 3 updates. Ti f from |Employee training Report preparation g Low Low
9 CA firms_ Clarifications sought. as required prep Ly ~
Links to 1.2
Reliable financial systems.
Qualified opinien received by the ::::::m:; p?:‘t::;:;i?u?ed oy il FReM compliance & timely expert ?ﬁ:;iﬁ:‘hﬁ:ﬂiﬂanw
15.15 2;&;:::‘: the Statutory Financial| Finance Director 5 1 5 {regularity of spending). Audit findings s g funds, land and Matching Sage TB to Mat Aces Low Low
i o & Mgt Aces 1o Statutory
. Financial Statements
Upfront agreement on the Year End and Annual
1516 L’:m m’“m;:::;.::tnmn:::ds Secretary to Council 3 1 3 Report reporting process dates. Committee Effective process management - Low Low
s yond |approval of the Audit Plan(s)
Links to 15.1
Client monies (HPC) contractually separated Professional Indemnity & fidelity
Professional Fund Manager i 2 frem fund manager ewn holdings. Manthly Pericdic credit rating checks of fund {fraud) insurance for first £100k .
1517 7 - Low
1 insclvency or fraud Financa Birector 2 1 2 itemnised valuati for all i 1ts held, ger firms used of loss by supplier acting on Law :
bought and sold HPC's behalf
Tax Provisions maintained for
legacy PAYE/NI payable
| Signed d forms ind: g tax g 10 Council and
IE’Z‘::':"'LL de! mm::n‘":sem::tdl: o gory status for all Councdl and Committee members. PAYE
1518 |PAYE/NI comphiance Finance Director 3 2 6 {5y el m.ﬂ:.n:‘gx s i _ Professionaltax |5 Ag also Low Low
filed 01.1 i lirnpe v;a'ﬂ’ advice sought, including status of CCM's  |being sought from HMRC
ly i and partners relating to Category One
Council and Committee
members,
Preparation and filing of the Corporation Tax Professional tax advice scught e.g.
Corporate tax compliance (tax 5 e : return (CTE00 form) following determination of |C Tax Return preparati
Tid due on investment income only) fnancaBiectcs 3 1 3 Corporate tax lability dunng Annual Repert (including capital allowance claims) and Low Al
process filing
Funds diversification - money market funds 2 Professional indemnity & fidelty
FSA insurance for proven financial loss of
Money marke! provider insolvency| i spread across three mainstream UK money : (fraud) insurance for first £100k
1520 of fraud Finance Directo 5 2 10 market institutions, independently owned with at ::imi? of funds hawd per UK firanclsd of loss by supplier acting on L Low
least an 'AA minus’ credit rating HPC's behalf
|Financial distress of trade " Financial monitoring of key suppliers via Dun & " - )
15.21 " i
52 lsupipiters causen toss of seriice Finance Director 4 4 Bradstrest Escrow agreaments Alternative suppliers Medium Medium
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Finance

|Agreed monthly payroll process timetable (with
[yt Personcoverfor e paysl - [Restraton of ovemight backup s for | Hardcopyrecods hia
1522 |Payroll process delay or failure  |Finance Director 5 2 10 orwa) i!‘wm“ delayed it iy Sage Payroll system fr licati ly. Restri system Low New
be made by CHAPS (same day payment), cash |17 T2N3actons) o
of cheque
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Pensions
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If an employer shortfall crystalises, finance the
HPC liability from money market deposits, or  |Work with the trustees to update the i the ing up schedul
" from £1.4M of d funds. Sch assels | valuation of the fund to identify
CPSM scheme funding hability pipegics g = with the scheme trustees and
6] P 16.1 ltng from scheme val Finance Director are under Scolish Life professional fu w"’" whather “‘:“:E,‘””.’ Wl Covel s oo [administrators. Seek secialist Low Low
daficit g g diver p )
awieion Wi besekis % & shirtal i . g 261 ?enmm legal advice as
benefits are secured by insurance policies employer habaity i
issued by the Scottish Life Assurance,
Links to 151, 155
§ . Notional membership by six scheme members L
Non compliance with pensions h . i |Liaision with with scheme trustees and Seek specialist pensions legal 5
162 e
; Finance Director 1o avoid triggering s75 liability before scheme iR sctvice n reguivad, Low Low
closure
Links 10 15,1, 155
- ‘Work with the trustees to update the Menitor actions of the
E;g ET;:;:’ﬁr:r:or:ﬁLarn?r:::;::‘:;?:' actuanal valuation of the fund to identify  |[Empleyers’ Consultative Group
Capita Flexiplan funding liability trom £1.4M of mana edyﬁ.:nd: Sehame assots |VNEINEr pension assets will cover pension |in working with the scheme
163 |resulting from scheme valuation |Finance Director s und;sr o q. i r _ liabil Make a fi ial p ion and inistg 1o Low Low
| deficiency e antil ol into (where a shortfall is indicated and the wind up the Flexiplan scheme.
Mmﬁm—l “‘::nuities HPC's portion of the shortfall is Seek specialist pensions legal
£ ) subsequently identified. advice as required
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Laplop encryption.
B Remaote access 1o our
17 | Data Security 171 Eleoctronic dala is removed Director of IT Employ g ’ act includes Data Protection ) a4 contril red. infrastructure using a VPN . Low Low
Pprof by an employ and Confidentiality Agreement maintained Systern audit trails.
Documented file encryption
procedure
Links to 6.3
Hand of Businass Use of locked document destruction bins in each|Data Protection agreements signed by the R::::rﬁ“ R::;pplnaf;ms
172 |Paper record Data Security dept Use of dd h for confidential |rel ppl Dept files stored onsite PIPA%S 00 2y Low Low
knprovienont record destruction in some depts e.g. Finance.  [in locked cabinets Fontrect includes Data
piseg - Protection Agreement
Links to 15.7
; Remote access to our
Loss of electronic data held by Data P iC iler ag ts signed gala.::ln;:::;::nog! E’:J:“I EI:G:;F::" infrastructure using a VPN
17.3  |third party suppliers in the delivery|Director of IT by the relevant suppliers. Use of electronic s fiap " access to third party Low Low
o speciaiist company with locked boxes and .
of their services firewalls by suppliers. h infrastructure using agreed
Hana pracecury secure methods
Ensure third party data
providers e g. professional
Director of Ops, and Read only, password protected access by a Reg pay ts taken in comp e |bodies provide the data
174 [Data received from third parties Director.of FTP. 10 restncted no of FTP employees 1o electronic KN |with Payment Card Industry (PCI) Secunty |password Low Low
data standards e with quarterty PCI testing protected/encryptedidoor to
door couneriregistered mail'sign
in sign out as appropriate.
Loss of physical data despatched Director of Ops and Hd of Data Protection/Controller agreements signed  |Use of transit cases for archive boxes sent
17.5 |toand held by third parties for the 8 P, " " by the relevant suppliers. Use of electronic for scanning of copying and sign out Low Low
delivery of their services URRIBEE T ICRs NIy firewalls by suppliers procedures
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Continuing Professional Development

181 Director of Operations, Appropriately trained members of the Eand regulaiof leadtinck
18 cPD cPD ot offactve PRIOR ;
75 processes not effe Head of Registrations B Well documented processes ragistiations faam g:“cmE':::mn & Training Low Low
Cinks to 1.1
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Term

AGM

cDT

CHRE

CPD

EEA

EMT

EU

FReM

FTP

GP

HPO

HR

HW

Impact

ISO

ISO 9001:2008
IT
Likelihood
MIS
NetRegulate
oic
Onboarding
oPs

PLG

Print UK
Probability
QMms

Risk

Risk Score
Sl
Significance
SSFS
STDS

sSw

VPN

Date: 2009-07-29

Dept/Cmte: AUD

Glossary & Abbreviations

Meaning

Annual General Meeting

Cross Directorate Team (formerly HPC's Middle Management Group)

Council for Healthcare Regulatory Excellence

Continuing Professional Development

European Economic Area, = European Economic Union, plus Norway, Iceland, plus for our purposes Switzerland
HPC's Executive Management Team

European Economic Union (formerly known as the "Common Market"}

Financial Reporting Manual

Fitness to Practise

Grandparenting

Health Professions Order

Human Resources

Abbreviation for computer hardware

The result of a particular event, threat or opportunity occuring. Scored between 1 least effect on HPC and 5 maximum effect on HPC.
International Standards Organisation (the global governing body for the Quality standards used by HPC)

The I1SO Quality Management Standard used by HPC.

Information Technology

Used to mean Probability of the event or issue occurring within the next 12 months

Management Information System

The bespoke computer application used to manage the application, registration and renewal processes, and publish the online register
Order in Council

The process of bringing a new profession into statuatory regulation from HPC's viewpoint

Operations

Professional Liason Group

A supplier of printing and insertion/mailing services to HPC

Likelihood, chance of occurring. Not the "mathematical” probability. Scored between 1 least likely and 5 most likely to occur within the next year.
Quality Management System, used to record and publish HPC's agreed management processes

An uncertain event/s that could occur and have an impact on the achievement of objectives

Likelihood x Impact or Probability x Significance

Statutory Instrument

Broadly similar to Impact

Scheme Specific Funding Standard, a set of standards relating to pensions services

Standards

Abbreviation for computer software

Virtual Private Network, a method of securely accessing computer systems via the public internet
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