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Summary HCPC QA effort

Three pronged approach

BSI/ NAO /
Commercial
Internal Audit
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Summary Non ISO Standards based audit and assurance

Regulatory matters
PSA
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Summary of HCPC ISO standards used

* ISO9001 [a system where all the management processes are linked up, with a risk or
continuous improvement approach, eg link between workload, predicted workload,
resources, risk and remediation of process or system failures; across the whole organisation]

« |ISO27001 [information security of data, processes, systems and people, risk based]

* |ISO10002 [complaints management / customer service as a mechanism of capturing what is
going wrong and getting issues assessed for corrective action] Reliant on stakeholder
feedback. Cannot rely on feedback here warning us of issues.
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Which ISO standards do we use for Assurance”

ISO 9001 Quality Assurance

bsi.
Certificate of Registration

QUALITY MANAGEMENT SYSTEM - ISO 9001:2008

This is to cartify that: Health & Care Professiens Council
Park House
184 Kennington Park Road
London
SE114BU
United Kingdom

Holds Certificate Number: FS 83074

and operates a Quality Management System which complies with the requirements of 150 5001:2008 for the
following scope:

The management and operation of The Health and Care Professions Council {HCPC)
covering:
il

Reports to the Privy Council.

For and on behalf of BST: //7

Gary Fenton, Glabal Assurance Director

Originally registered: 13/07/2004 Latest Issue: 17/D5/2013 Espiry Date: 01/07/2016
Page: 1 of 1

making excellence a habit”

ISO 27001 Information Security

bsi.
Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

This is to certify that: Health & Care Professions Council

Holds Certificats Number: 1S 600771

and

For and on behalf of BSI:

Frank Lee, EMEA Compliance & Risk Diractor
Original Registration Date: 12/06/2015 Effective Date: 12/06/2015
Latest Revision Date: 12/06/2015 Expiry Date: 11/06/2018

Security
27001:2013 for the following scape:

By Rovyal Charter

Park House

184 Kennington Park Road
London

SE11 4BU

United Kingdom

an which complies with the requirements of 150/IEC

The management and operation of the Health & Care Professions Council (HCPC)
covering ¥ i If-regulation, and reports to the Privy Council.
This is in with the of Applicability version 1.2 dated May

2015.

/%:u/\@k

Page: 1of 2

making excellence a habit™

51 and is bound by the conditions of contract,
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Risk Assurance Map
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ISO standards are one of the 16 types of assurance mechanism

AREA C. Management Control & Reporting

AREA B. Functional
owrsight / Governance

AREA

A Independent review / Assurance / Regulatory owrsigh

Systems Operational dep;‘::rerlrt;ntal Near Miss Audit Internal External Extern Quality InfSljergTJ?::;n Penetration Parliamentary
Key Business Risk areas Assurance Map Controls Risk Quality Reporting EMT Council Committee | Auditors Auditors Legal Adfice Management Management PSA Testing PCI-DSS oversight
Management Assurance (NAO) System 1SO9001 15027001

Strategic risks X X X X X
Communications X X X X X X X X X X X
Continuing Professional Development X X X X X X X
Corporate Governance X X X X b3 X X X X X X
Information Security X X X X X b3 X X X X X
Education X X X X X X X X X X X
Finance X X X X X X b3 X X X X X X X
Fitness to Practise X X X x X X X X x x X x
HR X X X X b3 b3 X X X X X
Information Technology X X X X X X X X x x x x x
Legal X X X X X X x X
Operations X X X X X X X x x x x
Partner X X X X b3 b3 X X X X X
Pensions X x x x x x
Policy & Standards X X X X X X X x x X
Project Management X X X X b3 b3 X x X X X
Quality Management X X X X X X X x x x
Registration X X X X b X X X x x x
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What is 1ISO90017?
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An internationally recognised standards that covers quality, consistency

and improvement across an organisation. Management System

Authority
Responsibility
Accountability
Planning
Change

Input

Statement of
requirements

Take some inputs, apply some resources to them via a process, to create the required outputs.

AUD 39/17

Process Correction Product
Improvement Change <t Measure Process
Owner Amendments 5
y
Key activities
> —> —> —> »| Output
Deliverables
A - Hardware
- Software
- Processed material
. q - Service
Resources Criteria Records
- N
Human resource e
Environment Legislative Compliance
Tools Regulatory Status
Equipment < Customer Position
< Materials > Corporate Authorisation
Communications Standards
Utilities Procedures
Services N~
Other
o _J
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Simple process example

Whatis a process?

Example process — making the tea

Apply some
INPUTS

What does that mean in real language?

Water Boil some water
Heat Place in pot
Tea Add tea (bags or leaves)
Milk Stew!
Sugar Pour into cups or mugs

Add milk and sugar as required
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ISO 9001 Standards — benefits of the core requirements

o All processes mapped

» Processes are auditable and measureable

 Audits test the accuracy of processes, offering opportunity for continual improvement
* Risk based or process based audits

» Senior Management Responsibility [EMT]

* Linking strategy to risk; risk to departmental work plans; work plans to budget. This is the
only place this happens.

» Resource management based on prediction of work levels (Registrant forecast feeds HR &
Financial requirements)

* Document control — we are using the right version

* |ISO9001 over time;
*9001:2000 = follow the process;
*9001:2008 = “Continuous Improvement”;

*9001:2015 = “Risk based”.
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Other ISO standard benefits

Plan, Do, Check, Act cycle — ensuring we continually improve

Design it; Run it; Audit it; Fix it. Start again.
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Statutory Regulation — Process for Introduction

Statutory Regulation — Process for Introduction
Consider and assess suitability Publish and refine proposals Approve and publish Legislation, Rules & Standards Transfer Register Grandparenting Post GP
Policy Proposal Reject
= -
1= 4 Parliamentary Approval of
[ Legislati
. gislation
£ Sonsider Draft consut o Protected Title Publish
S Re ulanz. ld (Political) e Legislation *  Register to Transfer 71 Legislation
2 8 *  GPWindow
8 X «  Approved programmes y
Regulatory
Impact
A
Draft Rules
e p— Publish Rules & Open R S'a:,crn
Consider statutory | profession for onsult ) Gt ndards GG o
regulation (Technical) g statutory auditing
5 regulation X X
= A Draft Standards Collect
S fees
o0
&
otdaty | Jrranstered e
cases
_4 Government grant ‘ P ‘ Communication ‘ ‘
Profession
Body of knowledge Established professional
Attributes of body
Discrete area of profession and Voluntary
activity Degree of Voluntary Register Register | [
Establishment
Displays some Defined routes to entry
homogeneity
assessed w Education L
entry qualifications | programmes
> Evidence of efficacy Standards of Conduct
E: Performance & Ethics
=1
® FTP process N FTP
& files
E: Continuing Professional
)
J Development
< —l } collect CPD i }

Health & Care Professions Council
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ISO 9001 Standard in action

EMT
Assess Process Re-audit
Proposed update In cycle
change

Internal
Audit

Worked example — Partner appraisal / assessment process

Predicted Time & Additional

Motion FTefgess! resource Fully functioning
and approval

study & added to the process
of extra resource
workload model process

resource
shortfall

AUD 39/17 12



health & care
C C professions
council

1ISO27001:2013 Information Security

* Build and maintain a list of Information assets, and monitor the vulnerabillities and
threats to them

* Regular audits — Tidy Desk, across the whole organisation, unannounced
« “Kicking the tyres” Shoving the doors, Penetration Testing (IT Dept)

* All Business Continuity / Disaster Recovery events audited/reported

* Employees, Partners and Council Members trained on an annual basis

» Customer property (= applicant/registrant/witness/stakeholder data) in ISO 9001 is
protected

T

HetFiequlate exparke. A Inaut acki i nta Wor nia Froteskion af recor. dr AdEdE 13 oK
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Sample ISO27001 process, part of Incident Management

BPI-INCIDENT MANAGEMENT PROCESS & RESPONSIBILITIES — Information Security

Phase

INCIDENT DETECTED by
business, stakeholder or
other

o | Chief Executive &

Registrar notified

Acting Chief

Executive notified

° v
- £ " ) )
g Initial assessment of Take appropriate action -
© g A . B R Refer to Data Incident
v 2 incident and log against a determined by Risk i.e. escalate or Risk Rating Procedure
% S = Risk matrix by primary L5 close (alert IT to take corrective RER. matrix)
g @ Y Information Governance or/and protective action, alert )
2 ERE or Information Security Secretariat for DPC, alert business Asse;]sc:?epnat“ of
5 2 role. See over team manager involved etc)
o =
O O
8%
©
g
Information Security Group consists of;
] v oChief Executive & Registrar
cC o . . .
§ IS Convene an emergency meeting of the eDirector of Operations (Risk)
2% Information Security group (to take eDirector of Information Technology
25 coordinated action where a high risk) else | -  Information Governance Mgr or Director of Council &
5 E review on a regular and periodic Information Committee Services ( DPA & FOI compliance)
== T 1 . . . .
§ E Security group meeting. eHead of Business Process Improvement (information security)
< g All on circulation list of informationsecurity@hcpc-uk.org

Members of Executive Management Team as available

Post incident closure and
reporting

® Complete a post incident report and review at
to the period information security group who
escalate for information as appropriate to

Council.

v

® Report incident to ICO and or PSA as required

AUD 39/17

14




ISO 27001 Standard
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In action

Internal
Audit

BPI create

New policy

EMT
Assess
Proposed

Implement
d promote
new policy

Re-audit
In cycle

Worked example —information stored on desks

Low level
Clear Desk breaches of

Policy Clear Desk
in operation § Policy with no
information ris

AUD 39/17

change

Proposal to

: Tidy desk -
revise process : .
0 more pragmatic § Fully functioning
approach.

Tidy Desk
Policy

15
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Why ISO 27001 if we have 1ISO90017?

* An international standard on information security, that is not sector specific
 Independently audited
* Ensures continuous improvement in security

e Ensures we have an up to date information asset list with associated risk
ratings around confidentiality, integrity and availability

* A set of off the shelf controls (mitigations) that must be explicitly accepted or
rejected with reasons, and are recorded in the Statement of Applicability

»114 controls in 14 groups and 35 control objectives

 Although management systems elements are included, (as in ISO9001) the
1ISO27001 standard includes an opt in / opt out shopping list of security
activities, that must be selected or not selected with recorded reasoning

AUD 39/17 16
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360 processes
1ISO9001,;
27001; 10002

13 departments
internally audited
plus Near Misses

Information Security
training
250+ employees
Trained
650 partners trained

AUD 39/17

44 Internal
Audit event areas

Unannounced
Tidy Desk &
Information security
audits as required

2 Risk Register updates;
Registrant forecasts;
BCM/DR tests;

10-30 updates to the QMS,
SMS, CMS per year. All ISMS
Policy documents refreshed

BSI external audits
4 days 1ISO9001 pa,
2 days 1SO27001 pa,
2 days 1SO10002 pa

+ Major projects, delivering
new sets of processes
for depts, requiring update of
the QMS/ISMS

17



HCPC's relative audit effort
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- - i Tal Control — - . Service Complaints &
Information Security [ Financial Controls ] ‘ FTP Registration Education ‘ . Customer Service

15010002 Q

1SO based QA and Departmental Assurance
effort

1S0900
1

of

Intern
al
Audit
GT

|

Internal Audit GT

[

‘ ‘ External Audit & Statutory Assurance effort ‘ #0 ‘ ‘

g
2 |
N—— I
" ) P |
Relative effort and overlap of Quality Assurance / Audit activity, internal vs. external systems .
Key
_ ‘ BSI & BPI1S010002 based audit ‘ ‘ National Audit Office (statutory requirement)
‘ Internal Audit function ‘ ‘ BSI & BPI1SO9001 based audit ‘
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HCPC'’s audit across all departments

Very approximate audit effort in each HCPC area by auditor group.

PSA

BPI Audit

BPI Audit

BPI Audit BPI Audit
BPI Audit BPI Audit
BPI Audit i
Bl Al BPI Audit BPI Audit
BPI Audit
Self
Self assessment by
ment by | Managers or
M QA teams
EIELETS GF BPI Audit
Self QA teams Self
assessment by =
Managers or Self assessment by Self
Self Self QA teams assessment by Self RS :/Slesaisastfsmi:z
assessment by | assessment by Managers Self assessment b Self assessment SAT !
Managers Managers Self € V| by Managers
assessment by | assessment by Managers
Managers Managers
Chief Exec & Communic . Policy and Ops/ Fitness to Office ) Human .
Secretariat ations Education Standards Registrations Practise Services Finance Partners Resources a Projects

AUD 39/17
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HCPC’s internal assurance effort by internal department teams
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Continual business improvement by Assurance

including certification body audits (BSI)

External quality
assurance

FTP

JAYAD)
team x 7

Case team Managers

Internal departmental
guality assurance

Case Managers

AUD 39/17

1ISO9001 & ISO27001 & 1SO10002; external to depts (BPI audit QMS/ISMS),

Independent
Internal
assurance

Departmental
assurance activity

Managers

Employees

Commercial Audit
Function — Mazars,

Grant Thornton, PKF
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HCPC’s QMS — processes in ISO9001

THE HEALTH AND SOCIAL WORK PROFESSIONS

ORDER 2001. : :
Stakeholders THE HEALTH AND SOCIAL CARE ACT 2012 Privy Council
A
\ Governanc

S Secretariat & |
COU“C‘% Customer

Service

Public

- Communications
- Fitness to Practise

Registrants (Practitioners) |, >

Users of Registered Practitioners

Public Registrations

- | Quality / Information Security & DR / Risk /
Business Process Improvement /

InfortionServices - Reporting

Unexpected persons or
packages in secure areas —

what to do.

AUD 39/17 21



ISO9001:2015 Quality management systems
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5.Leadership

DO

il

5.1 Leadership &
commitment

5.2 Policy
(Quality policy)

5.3 Organizational
roles,
responsibilities &
authorities

8.0peration

20150925 1S09001:2015 structure

AUD 39/17

\ 4

10.

8.1 Operational
planning & control

8.2 Requirements
> for products &
services

8.3 Design &
> development of
products & services

8.4 Control of
> external provision
of goods & services

8.5 Production and
service provision

8.6 Release of
products & services

8.7 Nonconforming
products & services

10.1 General
10.2 Nonconformity

10.3 Continual

22
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/1S0O27001:2013 Information security management systems
‘ 1S027001:2013 standard for Information Security ‘
Section 6: Section 7: Section 8: Section 12:
Organization Human Asset Operations
i resource management security
security
:'1 ibilit 12.1 Operational
7.1 Prior to y foll: e procedures and
employment responsibilities

AUD 39/17

7.2 During
employment

8.2
Information
classification

7.3
Termination
and change
of
employment

8.3 Media
handling

Section 14:
System
acquisition,
development and
maintenance

14.1 Security
requirements of
information
systems

14.2 Security in
development and
support processes

‘ ‘14.3 Test data ‘ ‘

12.2 Protection
from malware

‘ ‘12.3 Backup ‘ ‘

12.4 Logging and
monitoring

software

12.5 Control of
operational

12.6 Technical
vulnerability
management

12.7 Information
systems audit
considerations

23
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hcpc

ISO 27001 operates on the processes used in ISO 9001 activities

N T RO TR AR
/M.Mx /MW”./ AR ,/,M.WM \ «/4 13

24
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HCPC’s Management Review summary

Management Review Procedure — overview (for illustrative purposes only) = Quality Assurance Framework Title
Phase .
HR & related Functions
Audit Committee
1 http://www.hcpe-uk.org/
* aboutus/committees/audit/
5 l ?show=previous
3 Council Away days - Strategy ENIT Awaydars
® Development >> Strategic Outputs MRvw b)
5 Council Meetings Intent document. (Strategic A Five year rolling Registrant
& » |hupy hepe-uk. Lt Objectives) | m‘: semisie forecast >> Five Year Plan;
committees/archive/ Outputs MRvw b) improvement P L Income, Registrant
stakeholder
of product related to 3 numbers e
'y requirements
Commercial
= Internal Audit
Changes to external legislation, case law, via legal advisars r:""‘:: :‘n ¥
Inputs MRvw g) extemal factors Le. regulations, technical - d‘::’mmm
ADPR /
Council Reports from La| |raining Needs
departments, statistics Analysis
and commentary — see
— website |
Inputs MRvw ¢} promy
process performance
& product MANAGEMENT
PROCESS Employes &
Audit Committee - - Partner
Website Training
EMT Manthly meeting 4 times per year
Inputs MRvw a) Near Miss Reports; BPI Audit reports summary or actual; - Input MRvw d)
Information Governance Managers monthly incident report; Six monthly | |staus of preventive
information security report; and carrective
Inputs MRvw b) Customer service report; Occasional dept led surveys; actions & NMRs .
= Inputs MRvw d,e,h) actions on Imp log; ing no- Strategic
.‘g conformance issues, Obijectives related
£ to the Risk
2 i Register
=
5
= Y
@ Risk Register & Risk
3 Internal Comms (Intranet based) around Treatment plan forms basis
o issues as required for Commercial Internal
Customer Service — - information sharing Audit by contractor = Risk
positive & negative based appraach
feedback from
stakeholders
discussed in detail at
Monthly EMT r
Team
Meetings
within Key b
departments Management Review Inputs £
Management Review Outputs
Continual business improvement by Assurance
£
T o
]
==
@ =
o -
c Sei
® [in]
2 BPI- Strategic, B5l audit to ISH D National Audit “nternar” Government- Informal
Fd Cross dept or 1509001 Quality Assurance Quality Office; ol PSA laying Annual Benchmarking . B
= process based 15027001 Information Security Assurance &/ financial & e Report & to other 0, ( ) .
® audits 15010002 Complaints or Compli 8 Accounts in regulatars in c3 hdependent
= i the sector = Intermal
@ Eg ssoursnce
= S 5 ‘Tepatmenal
o] (=3] assurarca acthity
= oo
® =& Managers
< = =]
2 'E = Emmployess
£ =
20170331Management Review Procedure QMS — Quality Assurance Framework
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HCPC’s Improvement Log — output for HCPC QA framework

@ = E E =@ el = = - = = Em m mE ma3| = =
i | g |B |F|E3EE EjfesE ez E3f | sdE @ gE(zd |EE 8 (%3 :EEE |2 |8
=12 E s 985:3s | 85 3% 2 %% 3z (B3 |22 g% |28 EEH I
g 2 = 7:8 728°: | B g:% : E 23 |S |88 |3 |8 gtgz|s |2 ]
e &= m 533 & £ w Ev % == B 3 E@z|E
ES 275 S 55 H 9% m e = g T
: " i & :
REC HSZ oasf2016 0032016 | Hd of [E lzsues Brief Process now @ not informed | Process updated Erakehold | OWOS2006 | process updated fiifieiniig iy
EPI uses Dot Mailer For bulk when change aver er Comms
0 email campaigns. Update | 2ecurrmed 1 Mgr
HARZIE to [S09001 process in
Stakeholders comms
required
MGE2M603-| 424352 003206 | MGey (1 | AB32 - Disposal of ZFome bing in 405 | Depts requested to inform Facilities & | 05/0:3(2016 | Additional bins added and | Zeems az | Ongoing
MCi media. Infarmation in KR not emptied; | Facilites if bins full or not Depls employees advised to though
confidential bins was some d:c:mcnts cmpticj an tim-:.hD;pts to fcc;r:act Facili:i::s Ef binz are coll-:ltctions
oustflouing and Mhecugh apering | complo e she bine, captiod 1 [Wappening
accessible [seen across a [ completely and wakch out Far visitors weeckly and
rumber of departments); | were thus using bins incorrectly will discuss
management should retricvable. with
rewiew the Facilities
X S0mGEm
effectivenessifrequency of 5
conkidential waste
disposal.

A description of

the problem or issue What has been
A report reference e oy

number, linking back
to the original NMR,
Internal Audit etc

What is going to be
done to address it.
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To enable protection of the public and deliver continuous improvement

AUD 39/17

e Proportionate

e Collaborative / inclusive

e Auditor independent of process

e Common measures where possible

e Evidence based

e Reproducible

e Reflecting ISO standards where possible
e Risk based vs. reactionary (as required)
e Timeliness of remediation

e Incorporating stakeholder feedback

e Specifically targeted vs. non targeted (as required)
e Monitored timeliness and completeness

e Independent of performance management

Proportionate levels of reporting upwards and within functions or
departments

Reflecting on effectiveness of QA effort
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Any Questions? Another session required?
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