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Summary HCPC QA effort

Three pronged approach

BSI / NAO / 
Commercial 
Internal Audit

BPI ISO9001, 
ISO27001, 
ISO10002; 
Near Miss 
Reporting

Departmental 
controls, “in 

dept” QA 
effort

AUD 39/17 2



Summary Non ISO Standards based audit and assurance
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Summary of HCPC ISO standards used

• ISO9001 [a system where all the management processes are linked up, with a risk or 
continuous improvement approach, eg link between workload, predicted workload, 
resources, risk and remediation of process or system failures; across the whole organisation]

• ISO27001 [information security of data, processes, systems and people, risk based]

• ISO10002 [complaints management / customer service as a mechanism of capturing what is 
going wrong and getting issues assessed for corrective action] Reliant on stakeholder 
feedback. Cannot rely on feedback here warning us of issues.
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Which ISO standards do we use for Assurance?

ISO 9001 Quality Assurance                                                                                                   ISO 27001 Information Security
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ISO standards are one of the 16 types of assurance mechanism

AREA B. Functional 
oversight / Governance

Key Business Risk areas Assurance Map Systems 
Controls

Operational  
Risk 

Management

Inter-
departmental 

Quality 
Assurance

Near Miss 
Reporting EMT Council Audit 

Committee
Internal 
Auditors

External 
Auditors 

(NAO)

External 
Legal Advice

Quality 
Management 

System ISO9001

Information 
Security 

Management 
ISO27001

PSA Penetration 
Testing PCI-DSS Parliamentary 

oversight

Strategic risks     x x x x x

Communications x x x x x x x x x x x

Continuing Professional Development x x x x x x x

Corporate Governance x x x x x x x x x x x

Information Security x x x x x x x x x x x

Education x x x x x x x x x x x

Finance x x x x x x x x x x x x x x

Fitness to Practise x x x x x x x x x x x   x

HR x x x x x x x x x x x

Information Technology x x x x x x x x x x x x x

Legal x x x x x x x x

Operations x x x x x x x x x x x

Partner x x x x x x x x x x x

Pensions x x x x x x

Policy & Standards x x x x x x x x x x

Project Management x x x x x x x x x x x  

Quality Management x x x x x x x x x x

Registration x x x x x x x x x x x

AREA C. Management Control & Reporting AREA A. Independent review / Assurance / Regulatory oversight

Risk Assurance Map
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An internationally recognised standards that covers quality, consistency 
and improvement across an organisation. Management System

Take some inputs, apply some resources to them via a process, to create the required outputs.

What is ISO9001?
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Simple process example
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ISO 9001 Standards – benefits of the core requirements

• All processes mapped 

• Processes are auditable and measureable

• Audits test the accuracy of processes, offering opportunity for continual improvement

• Risk based or process based audits

• Senior Management Responsibility [EMT] 

• Linking strategy to risk; risk to departmental work plans; work plans to budget. This is the 
only place this happens.

• Resource management based on prediction of work levels (Registrant forecast feeds HR & 
Financial requirements)

• Document control – we are using the right version

• ISO9001 over time; 

•9001:2000 = follow the process; 

•9001:2008 = “Continuous Improvement”; 

•9001:2015 = “Risk based”.
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Other ISO standard benefits

Plan D
o

CheckA
ct

Plan, Do, Check, Act cycle – ensuring we continually improve

Design it; Run it; Audit it; Fix it. Start again.
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Sample process
Statutory Regulation – Process for Introduction
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ISO 9001 Standard in action

Internal
Audit DEPT

EMT 
Assess
Proposed 
change

Process 
update

Re-audit 
in cycle

Predicted
resource
shortfall

Time & 
Motion
study &

workload model

Proposal
and approval

of extra resource

Fully functioning
process

Worked example – Partner appraisal  / assessment process

Additional
resource 

added to the 
process
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ISO27001:2013 Information Security

• Build and maintain a list of Information assets, and monitor the vulnerabilities and 
threats to them

• Regular audits – Tidy Desk, across the whole organisation, unannounced

• “Kicking the tyres” Shoving the doors, Penetration Testing (IT Dept)

• All Business Continuity / Disaster Recovery events audited/reported

• Employees, Partners and Council Members trained on an annual basis

• Customer property (= applicant/registrant/witness/stakeholder data) in ISO 9001 is 
protected
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Sample ISO27001 process, part of Incident Management
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ISO 27001 Standard in action

Internal
Audit BPI create 

New policy

EMT 
Assess
Proposed 
change

Re-audit 
in cycle

Clear Desk
Policy

in operation

Low level
breaches of
Clear Desk 

Policy with no
information risk

Proposal to 
revise process

to 
Tidy Desk

Policy

Fully functioning
policy

Worked example – information stored on desks

Tidy desk -
more pragmatic

approach. 

Implement 
and promote

new policy
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Why ISO 27001 if we have ISO9001?

•An international standard on information security, that is not sector specific

• Independently audited

•Ensures continuous improvement in security

•Ensures we have an up to date information asset list with associated risk 
ratings around confidentiality, integrity and availability

•A set of off the shelf controls (mitigations) that must be explicitly accepted or 
rejected with reasons, and are recorded in the Statement of Applicability

•114 controls in 14 groups and 35 control objectives

•Although management systems elements are included, (as in ISO9001) the 
ISO27001 standard includes an opt in / opt out shopping list of security 
activities, that must be selected or not selected with recorded reasoning
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360 processes
ISO9001;

27001; 10002

44 Internal 
Audit event areas

BSI external audits
4 days ISO9001 pa, 

2 days ISO27001 pa,  
2 days ISO10002 pa 

13 departments 
internally audited
plus Near Misses

Unannounced 
Tidy Desk & 

Information security 
audits as required

BPI activity in numbers

10-30 updates to the QMS, 
ISMS, CMS per year. All ISMS
Policy documents refreshed

2 Risk Register updates;
Registrant forecasts;

BCM/DR tests;

Information Security 
training

250+ employees 
Trained

650 partners trained

+ Major projects, delivering
new sets of processes 

for depts, requiring update of
the QMS/ISMS
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HCPC’s relative audit effort
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HCPC’s audit across all departments
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FTP
A&D 

team x 7

Case team Managers

Case Managers

REG
QA Mgr, 

QA officer 

Reg managers
Reg Team leaders

Reg advisors

EDU
Quality Team x4

Education Managers

Education Officers 

Continual business improvement by Assurance

ISO9001 & ISO27001 & ISO10002; external to depts (BPI audit QMS/ISMS),
including certification body audits (BSI)
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HCPC’s internal assurance effort by internal department teams
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HCPC’s QMS – processes in ISO9001

AUD 39/17 21



ISO9001:2015 Quality management systems
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. ISO27001:2013 Information security management systems
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ISO 27001 operates on the processes used in ISO 9001 activities
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HCPC’s Management Review summary
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HCPC’s Improvement Log – output for HCPC QA framework

A report reference 
number, linking back
to the original NMR, 

Internal Audit etc

A description of 
the problem or issue

What is going to be
done to address it.

What has been
done to address it.
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To enable protection of the public and deliver continuous improvement

 Proportionate
 Collaborative / inclusive
 Auditor independent of process
 Common measures where possible
 Evidence based
 Reproducible
 Reflecting ISO standards where possible
 Risk based vs. reactionary (as required)
 Timeliness of remediation
 Incorporating stakeholder feedback 
 Specifically targeted vs. non targeted (as required)
 Monitored timeliness and completeness
 Independent of performance management 
Proportionate levels of reporting upwards and within functions or 
departments
Reflecting on effectiveness of QA effort
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Any Questions? Another session required?
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